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«Hospital contractor walks off with

information on 260,000 patients”
— October 2006

“Hospital Data Breach Affects
tS”

‘University Hospital
Experiences Data
Breach”

May 2008




Ponemon Institute Study

Brian Lipidis, President - Kroll Fraud Solutions
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2008 Breach Updates

Breach resulted in 35% drop Iin
share price equivalent to $200M
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Previous Current Previous
Rank Goods and Services Percentage | Percentage | Range of Prices

Bank accounts

Credit cards 13%
Full identities 9%
eBay accounts 7%
Scams 7%

Mailers 5%

Email addresses 5%

Email passwords 5%

MN/A Drop (request or offer) 5%
& Proxies 5%

21%
22%
6%
M /A
6%

8%
6%
8%
M /A
6%

$10-$1000
$0.40-%20
$1-315
$1-%3

$2.50/week-$50/week for hosting,
$ 25 for design

$1-310

$0.83/MBE-$10/MB

$4-330

10%:-50% of total drop amount
$1.50-%30

Table 4. Breakdown of goods and services available for sale on underground economy servers®
Source: Symantec Corporation




Volume of Malw: Fully Drive-by Download Infection Attempts
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s from mainstream Web sites are increasing
ks are heavily obfuscated and dynamically ¢ ging making traditional antivirus solutions ineffecti
s are targeting browser plug-ins instead of only the browser itself
isleading applications infecting users are increasing
QL injection atta are being used to infect mainstream Web sites

6. Malvertisements are redirecting users to malicious Web sites

7. Explosive growth in unique and targeted malwares samples
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URL Filtering Losing Effectiveness

50 % of teasatbtldsxuiyoi s i
Predictable traffic,
Recognized domains

50% of traffic is
110M sites, growing 40% annually
1000s of new malicious sites per hour
Malware hides from crawler

Traffic Volume sl

Long Tail

# of Sites umlly-




